
Note: This template was developed by the Northwest Portland Area Indian Health Board for use in data sharing partnerships with Tribes and other Native-serving entities. We strongly recommend obtaining legal review from your legal counsel before utilizing this template. If you need assistance with legal review, consider reaching out to one of these Tribal legal supports. 

PRIVATE 
DATA SHARING AGREEMENT
between
[DATA PROVIDER]
and

[DATA RECEIVER]
I.
ENTITIES RECEIVING AND PROVIDING DATA

ENTITY RECEIVING DATA:



OFFICE:







CONTACT PERSON:




TITLE:






ADDRESS:







PHONE NUMBER:






EMAIL:






FAX NUMBER:






ENTITY PROVIDING DATA:




OFFICE:








CONTACT PERSON:





TITLE:







ADDRESS:




 


PHONE NUMBER:







EMAIL:







FAX NUMBER:





II.
PURPOSE, AUTHORITY AND TERM OF AGREEMENT 


A.
PURPOSE  



To assist the [DATA PROVIDER] with [insert purpose, e.g., identifying community needs and establishing baseline data for priority health issues] in the [TRIBE/COMMUNITY], the [DATA RECEIVER] and [DATA PROVIDER] are entering into an agreement that will allow the exchange of data and clarification of data access and utilization.

B.
LEGAL AUTHORITY

1. The [DATA PROVIDER] is [insert description, e.g., an Indian tribe as defined by the Indian Self-Determination and Education Assistance Act (25 U.S.C.  § 450 et seq]. 

2.  The [DATA RECEIVER] is [insert description]

C.
PERIOD OF PERFORMANCE  

This agreement shall be effective when signed by both parties and shall continue until terminated pursuant to the termination clause contained herein. [Note: You can also specify a specific frame, e.g., 5 years]
III.
DESCRIPTION OF DATA/DATA WORKPLAN

The following data will be provided under this agreement: 


[Describe the data that will be exchanged]

[Describe how the DATA RECEIVER will analyze, report, otherwise use, and return/destroy the data]
IV.
ACCESS TO DATA

A.
METHOD OF ACCESS AND TRANSFER  



The data will be provided by [describe transfer method]

B.
PERSONS HAVING ACCESS TO DATA

[Describe who will have access to data, e.g, Only members of [DATA RECEIVER] who specifically require access to such data in the performance of their assigned duties shall have access to these data.  Prior to any data transfer under this Agreement, all staff members who will have access to the information will be notified of the use and disclosure requirements.]

C.
FREQUENCY OF DATA EXCHANGE

[Describe frequency of data exchange, e.g., Data will be exchanged as needed to analyze and report on the data.]
V.
SECURITY OF DATA

[Describe how the data will be secured, e.g., All reasonable precautions shall be taken to secure the data from other individuals who are not specifically authorized access.  Data shall be kept on a password-protected file server located in a secure environment.  They will be kept in a separate directory on the server which is also password-protected and will be accessible only by [DATA RECEIVER] staff members specifically authorized access as provided in this Agreement.]
VI.
CONFIDENTIALITY

A. 
REGULATIONS COVERING CONFIDENTIALITY OF DATA




The use and disclosure of information obtained under this contract shall be subject to [describe any tribal, state, or federal laws that apply].  [DATA RECEIVER] shall maintain the confidentiality of any information which may, in any manner, identify individual participants.    


B.
NON-DISCLOSURE OF DATA



[Describe any requirements for non-disclosure of data to other parties, e.g.: 



[DATA RECEIVER] staff shall not disclose, in whole or in part, the data described in this agreement to any individual or agency not specifically authorized by this agreement, except in aggregate without personal identifiers.  Aggregate data also shall not be released where the cell size is less than 5].  

Non-confidential data shall be exchanged upon request by [DATA RECEIVER] at its discretion. Data shall be provided on a timely basis, subject to staffing. [DATA RECEIVER] will document uses and users of the data and will report this information routinely back to the contact.]
VII.
PAYMENT
No compensation will be required by either party. 
VIII.
RIGHTS IN DATA

 The [DATA PROVIDER] retains all rights to the data exchanged under this agreement.  
IX.
SEVERABILITY

If any provision of this Agreement or any provision of any document incorporated by reference shall be held invalid, such invalidity shall not affect the other provisions of this Agreement which can be given effect without the invalid provision, if such remainder conforms to the requirements of applicable law and the fundamental purpose of this agreement, and to this end the provisions of this Agreement are declared to be severable.

X.
TERMINATION

Either party may terminate this Agreement upon 30 days prior written notification to the other party. If this Agreement is so terminated, the parties shall be liable only for performance rendered or costs incurred in accordance with the terms of this Agreement prior to the effective date of termination.

XI.
WAIVER OF DEFAULT 


Waiver of any default shall not be deemed to be a waiver of any subsequent default.  Waiver of a breach of any provision of the Agreement shall not be deemed to be a waiver of any other or subsequent breach and shall not be construed to be a modification of the terms of the Agreement unless stated to be such in writing, signed by the Contracting Officer, or Executive Director of [DATA RECEIVER] and attached to the original Agreement.
XII.
HOLD HARMLESS

[DATA RECEIVER] shall defend, protect and hold harmless [DATA PROVIDER] or any employees thereof, from and against all claims, suits or action arising from any intentional or negligent act or omission of [DATA RECEIVER] or its employees in the use or disclosure of any data or material provided to [DATA RECEIVER] by [DATA PROVIDER] under this Agreement. Claims shall include, but not be limited to, assertions that the use or transfer of any software, book, document, report, film, tape or sound reproduction or material of any kind, delivered hereunder, constitutes an infringement of any copyright, patent, trademark, trade name, or otherwise results in an unfair trade practice.

XIII.
RIGHT OF INSPECTION 


[DATA RECEIVER] shall provide the department and other authorized entities the right of access to its facilities at all reasonable times, in order to monitor and evaluate performance, compliance, and/or quality assurance under this contract on behalf of [DATA PROVIDER].
XIV.
ALL WRITINGS CONTAINED HEREIN

This Agreement contains all the terms and conditions agreed upon by the parties.  No other understandings, oral or otherwise, regarding the subject matter of this Agreement shall be deemed to exist or to bind any of the parties hereto.

IN WITNESS WHEREOF, the parties have executed this Agreement.

[DATA PROVIDER]
[DATA RECEIVER]
___________________________
______________________________

DESIGNEE
DESIGNEE
____________________________
______________________________

Date
Date

